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BellSouth uses Securi ty to at tract  
Internet  Servi ces cust om ers

BellSouth at tract s cust om ers for its new  Internet  access servi ces
BellSouth needs to securel y process subscri bers for its Internet  access servi ces

Subscri bers pay for the servi ce w ith thei r credi t card

Solut ion
Praesi dium /Virt ualVault

Benefits
BellSouth reduces cost s by  securel y autom ating the Internet  subscri pt ion process
Provi des subscri bers w ith secure access to real tim e account  inform at ion

Virt ualVault used by 
BellSouth  to 
secur ely  si gn-up 
subscri bers 
for Internet  access

Internet  dial-up
connect ion

Subscri ber

Let's see my Visa number

is:123 456 xxx

I didn't realize that signing

up for Internet access was

so simple and secure!
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Agenda

Securi ty D ri vers
Securi ty Threat s

Internet
intranet

W hat is inform at ion securi ty?
Securi ty elem ents to consi der

Extended ent erpri se

How  to secure it.

Steps to secure your int ranet
Praesi dium
Sum m ary
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Securi ty Business D ri vers 2000

W ith Your C ustom ers
New  Product s &  Servi ces
Extended Business Processes
Enhanced Custom er Servi ce
Reachi ng New Custom ers

W ithi n Your C om pany
Enterpri se Collaboration
Enterpri se-w ide Inform ation Access 
Reduced Tim e-to-m arket
Shared Learni ng

W ith Your Partners
Vendor M anaged Invent ory
Cross- com pany Collaborat ion
Com m ercial Purchase &  Paym ent
Supply Chain Integration

Increase
Sales &  
Decrease 

Tim e-to-M arket
     Im prove  
   Custom er 
Satisfact ion

Reduce Cost

Pra esidi um busi ness.pre)

SMLΗ

Praesidium

IT Securi ty threat s

External
Internet  connect ion

Viruses
Troj an Horse
M alici ous Hacker

On 4/16/96, The Financi al  Tim es report ed that  one com puter on the 
Internet  is broken into every 20 seconds.
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IT Securi ty threat s

Internal  
Adm inist rat ive Errors 

Com plex securi ty m anagem ent creates w eak link in securi ty 
chai n

Joy ri ders
M alici ous users

Let 's see,  does anyone rem em ber w ho 
gets access to the financi al appl icat ions?

W ow, this m ust be the earni ngs
repor t we w ill announce next
week.  I shoul d  cal l m y broker .

Finance Dept. Server

Syst em  Adm inistrat ors
M arket ing  Dept. Server
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Securi ty "Zones"

Across the Internet On the boundary Within the Intranet

Internet

DMZ LAN IntranetRemote sites

Remote users

ftp server

external

web server

firewall
internal

servers

internal

web server

Internal users

router
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Securi ty Threat s

IP spoof ing
User spoof ing
Discl osure
M odifi cat ion
Inserti on
Troj an horses
DNS spoof ing
etc.

Across the Internet

"Getting root"
Troj an Horses
Attack insi de 
m achines
Take over servi ces
IP spoof ing
User spoof ing
Re-direct ing servi ces

On the boundary

Access to data
User spoof ing
Discl osure
M odificat ion
Insert ion
Troj an Horses
Access to servi ces
Collusi on w ith outsi de 
attacker
etc. . . .

Within the Intranet
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The elem ents of  IT securi ty: 
Authent icat ion

W ho are you?
Probabl y the m ost im port ant  securi ty elem ent to 
consi der
Things to consi der

Public Key infrastruct ure
Rem ote Access

Firew al ls

Token based access (i .e. Sm artCards)
Single Sign On

Public Key Infrastruct ure (PKI) based
Agent  based for secure appl icati on integrat ion

Non-repudi ation
Non disput abl e acknow l edgm ent
Things to consi der

PKI (di gi tal  si gnatures)



Praes idium busines s .pre )

SMLΗ

Praesidium

The Elem ents of  IT Securi ty: 
Authori zat ion 

W hat are you al low ed to access?
Things to consi der

Central ized vs dist ri buted authori zati on
Applicat ion M enu control
Access granul ari ty

Policy based (access cont rol  rul es)
 Date and tim e
 Rank (Supervi sor,  Subordi nate)
 Departm ent  (M arket ing, Engineeri ng, Finance,   etc.)

W eb appl icat ion protecti on
W ho gets access to w hat inform ati on in a w eb appl icat ion

Praes idium busines s .pre )

SMLΗ

Praesidium

The Elem ents of  IT securi ty: Data 
Prot ect ion

Data integri ty
Data is not m odified w hile stored or in transi t

Confident ial ity
Data cannot  be read by unaut hori zed peopl e w hile 
st ored or in transi t

Things to consi der
Export  issues if you plan to est abl ish global  encrypti on 
pol icy
PKI
Em ergency access

Can you gai n access to encrypted inform ati on if user is 
unavai labl e?  (i .e. Key revocat ion)

D ATA
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Need to m anage user' s securi ty attri butes across 
elem ents

Authent icat ion
Non Repudiati on

Authori zat ion
Data Protecti on

Strong securi ty shoul d be easy to m anage
Leverage com m on user di rectory
Part itionabl e

Central ized or distri buted
Single or m ultiple adm inist rat ors

Securi ty M anagem ent

S
ec

ur
i

ty
 

M
an

ag
em

en
t D irectory

Public Key Infrastruct ure

Authent . Non-Rep. Authorize. Data 
Prot ect ion.
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Securi ty Policy M anagem ent

Adm inistrat ion
M odify  pol icy as needed
Securi ty elem ents

M onitori ng
Policy for any probl em s
Securi ty elem ents

M onitor Adm i n.

Securi ty
M anagem ent
Console

Authent . Non-Rep. Authorize. Data 
Prot ect ion.

D irectory
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PKI rem oves elect roni c anonym ity 
Provi des 'face to face'  interact ion in cyberspace
Secure ubi qui tous netw orki ng

User has keys to access inform at ion that  is rel evant to him  or her

Provi des keys to unl ock appl icat ions

PKI Sim plifies Rem ote Access
User types PIN to gai n access to netw ork

All chal lenge response invi si ble to user

PKI provi des non-repudi ati on
Digi tal Signatures

Public Key Infrast ruct ure:  IT  
Securi ty' s Foundat ion
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Public Key Infrast ruct ure

Keys com e in pai rs (publ ic + pri vat e)

Public key is avai labl e to anyone
 Like a telephone num ber in a phone book

Pri vat e key is kept  secret  by the ow ner
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Public-key Encrypt ion

Alice encrypt ing a file for Bob
Encrypt ion provi des:

Confidenti al i ty
Data Integri ty

Bob's Public Key
Bob's Private Key

Directory of Publ ic Keys

Ciphert extAlice Bob

DECRYPTENCRYPT
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Public-key Digital Signat ure

Alice si gning a file w ith part  of  her pri vat e key. ..

Bob veri fyi ng Alice' s si gnat ure w ith Alice' s publ ic key

D igital  si gnat ure provi des:   
Int egri ty
Authent ici ty
Non-repudi ation

D irectory of Publ ic Keys

Alice�s Public

Alice' s 
Pri vate Key

Signed         Plain Text

SIG NSIGN VERIFYVERIFYSIG N

Alice Bob

Key
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Steps to secure your ent erpri se

Risk Assessm ent
Determ i ne exi st ing w eaknesses
Determ i ne the level  of ri sk you are w illing to assum e

Determ i ne w hat inform ati on you w ant to protect
Know  your busi ness dri vers

Elect roni c Com m erce
Intranet  re- engi neeri ng- ext ended enterpri se

Creat e and set  a  securi ty pol icy based on busi ness dri vers
Use a com petent  vendor to hel p you secure your 
enterpri se

Right product s
Global  servi ce and support

Securi ty

Policy:
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Today' s m ulti-plat form  Internet  & 
intranet  envi ronm ent

Internet

5

Cupertino

Chelmsford

Palo Alto

Firewall
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Extended Enterpri se Case Study
Need

Tw o or m ore com panies need to col laborat e on a new  product
M ust share inform at ion  across organi zati ons
M ust cont rol  w ho gets access to w hat inform ati on and devi ces
Need to know  w ho's w ho w ithi n the team

Fill orders on-line
Suppl iers
Custom ers

Solution
Secure ext ended enterpri se

Mobile

Computers

Personal

Desktops

Dept.

Servers

Corporate

Firewall

Your Intranet

Your Partner's

Intranet

Internet

"Team"
Boundary
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Sum m ary

Securi ty dri vers
Elect roni c Com m erce
Extended enterpri se
Business re- engi neeri ng

Int ranet  w eb appl icat ions

How  m uch securi ty do you need?
Risk Assessm ent
Securi ty Policy deri vat ion

W hy HP?
Praesi dium : Virt ual Vault, SSO, Auth.. Server , ICF, Im agineCard
Part ners
Securi ty Int egrat ion servi ces

PSO
Syst em  Integrator Part ners
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Securi ng the Extended Enterpri se

Authent icat ion (usi ng PKI)
Authent icat e users to appl icati ons,  other  users,  and devi ces
Non Repudiation

Digital  si gnat ure for non-disput able acknow l edgm ent

Authori zat ion
Central ly protect  appl icat ions

Control   access to team  w eb pages
D iff erent  team  m em bers requi re di ff erent  access pri vi leges (i .e. 
engi neeri ng, m arketi ng, m anagem ent)

Consistent  appl icati on securi ty across team  intranet  boundary

Data Protecti on
Encrypt ion

Securel y transm i t data across the intranet
Securel y st ore data on the intranet

D ATA
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Praesi dium  Secures the Extended 
Enterpri se

Authent icat ion
Praesi dium /Securi ty Servi ce
Praesi dium /Im agi neCard
Praesi dium /Singl e Sign On

PKI based for robust  authent icat ion 
Agent  based for secure com m unicati on w ith appl icat ion

CheckPoi nt, Raptor firew al ls

Authori zat ion
Praesi dium /Authori zati on Server

Central ly cont rol s access to w eb appl icat ions
Central ized rul es based authori zati on
PKI aw are

Secure Internet Transact ions
Praesi dium /Im agi neCard
Praesi dium /Virt ualVault (secure w eb server)
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Praesi dium  Secures the Extended 
Enterpri se

Data Prot ect ion
Internat ional  Crypt ography Fram ew ork 

Export abl e encrypt ion fram ew ork

Crypt ographi c m odule

Non Repudiati on
Praesi dium /Im agi neCard
PKI

Securi ty Servi ces
PSO Securi ty Consul ting
Syst em  Integrat ors


