Infom ation Secuii ty

For the W eb,intianet , ext ianet & Intemet
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—_— BellSouth uses Secui tyto attadt -
Intemet Sewi ces cust om es sﬁ
« BellSouth attiact s cust om ers for its new Intemet access sewi ces
v BellSouth needs b secuel y pocess subsoi bes for its Intenet access sewi ces
» Subsci bes pay for the v ce wih their cedi t cad
« Solution
v Piaesi dium Vit ual Vault
« Benefits
v BellSouth educes cost sby secuel y autom ating the Intenet subsci ption pocess
v Piovi des subsi bess with secue  access to keal tim eaccount infom ation

esic

Let's see my Visa numben
i5:123 456 y00x

1 didnit realize that signing

up for Internet access was
s0 simple and securel

Vie ualValt used by
BellSouth to

@ scur ely Sgvup
i bes

Intenet dial-up
connedt ion

for Intemet access

= Agenda

o Secuii ty Diives
o Secuii ty Theat s
v Intenet
vintenet
o W hatisinfom ation secuii ty?
v Secuii ty elem ents to consi der
» Extended entepi se
vHow to secue it.
» Steps to secue your intianet
o Praes dium
« Sum m ay
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Secur ty Business Dives 2000

Wh Your Cusbm ers
eNew Poduct s& Sewi ces
o Extended Business Processs

W hi n Your Com pany
Entepi = Collabor ation
eEntepi =-wide Inform afon Acces

¢ Enhanced Custom er Sewi ce Reduced Tim eto-m aket
Rearhing New Cugom es o Shaed Leani ng —
[ Reduce Cost =\
Incease )]
Sales & S
Decease mpove Y
Tim eto-M aket Custom er
Satistct ion

Wh Your Parers
» Vendor M anaged Invent

Cooss: com pany Collaboet ion
« Comm exal Purchase & Paym ent

 Supply Chain Integration

— IT Secui ty theat s

« Extenal
v Intenet conned ion
» Viuses
» Toj an Hose
»Malcious Hacker

On4/16/96, The Financi a Tim esepott ed that one com puter on the
Intenet isbioken into every 20 seconds.

f

— IT Secuii ty theat s

« Intenal
- Adm histet ive Eos

» Compkx secuil ty managementceaes  weak link in secui §

chain
- by "deE W ow this m ust be the eani ngs
~Maidous uses report wewill announce next
wesk | shoul d call m ybioker

Let's see, does anyone em em ber who
et acoess tohe finand al applications?

Maket ing Dept. Sener

Sysem Adm fistet os
H
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Remote sites

Secui ty "Zones'

DMZ LAN

router

Across the Internet

i

On the boundary

Intranet
T internal
web server

firewall Y

5 i internal
— - servers

fip server
external = ——
T
= web server
= Internal users
Remote users —

Within the Intranet

Across the Internet

Secuii ty Theat s

On the boundary

Within the Intranet

o IP gpoof ing » "Getting 100t o Access to c_IaIa
« User spoof ing o Tioj an Hores -U_serqmofmg
« Dixcl osule o Attack ind de « Dixl osule
« M odif cation m achines « M odffication
elnset on o Take over sem ces e Inset ion
« Tioj an hores « IP gpoof ing « Tioj an Hoes
« DN Syoof ing « Usser spoof ing « ACcess to i ces
e etc. « Rediect ingseni ces o Collusion with outs de
attacker
eetc. ...

= Thedementsof IT secui ty.
Authentication
« W hoae you?
« Pobabl y the m ogtim potant secui ty elementb
cons der Y

o Things to cons der
v Public Key infasuct
v Rem ok Access

~ Fiewal Is
v Token based access ( .e. SmatCads)
v Single Sign On
~ Public Key Infasuct  ue (PK) based
» Agent based for secue applicat on integat ion

« Non+epudi ation
v Nondisput abl e acknow | edgm ent
v Things to cond der

= PKI @i gil s gnaties)

ue ~

H it e e




=  TheElementsof IT Secui ty.
Authoi zation

« W hatae you alowedb access?
o Things to cons der

vCentl ized vs digtii buted auhoi zat on il
v Application M enuconbl
v Access ganul ai ty

» Policy based faccess contol wl eg

~ Dateand time
» Rank Supenvi sor Subordi nak)
» Depament (M aket ing, Engineei ng, Finance, etc.)

v W ebapplication poect  on ¥
» W hogets access to w hat infom at on in aw eb application

= TheElementsof IT secui ty: Data
Piot ection

« Dataintegi ty
vDah isnot modified w hile sbed  or intand t
« Confidentiality
v Dah cannot be ead by unaut hoi zed peopl e w hile
soed orintans t
e Things to cond der
v Expot issues if you plan to et ablish goba encypt on
policy
v PKI
vEm egency access

» Canyou gain access toencyped inbmat on if user is
unavai lable? ( .e. Key evocat ion) ]

= Secui ty M anagem ent

« Need to m anage usef ssecuil ¥ atti bues acoss
elements
v Authentication
= Non Repudiat on
v Authoii zation
vDah Poed on
» Stong secui ty shoul d be easy to m anage
v Leveage comm onuser diecory
v Pat itionabl e
» Centel ized or disi bued
» Single or m ukiple adm inistiat os

Direcory
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Daa
Pot ection,

‘Amhenl H NonRep HAWE H
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Public Key Infesuct  ue




= Secui ty Policy M anagem ent

o« Adm hisgt ion
v M odify policy as needed
« Secui §/ elem ens

e Monibi ng
v Policy br any piobl ens
v Secuii {/ elem ens

Daa
Pot ection.

‘Aumml. H Nm—Rep.‘ Auhoriz

— Public Key Inflast uct ue: 1T
Secuii ty's Foundat ion

o PKlem oves electioni ¢ anonym ity
v Piovi des 'face to face' inteact ion in cybespace
v Secule ubiquitous netw oki ng
- User has keys b access infom ation hat isel evant b him or her
v Piovi des keys b unlock applications
« PKI Sim pifies Rem oe Access
v User types PIN to gainaccess b netv ok
» All chal lenge esponse  invisble to user
o PKlpovi des non-epudi a on
v Digital Signaties

-

— Public Key Inflest udt ue

e Keys com ein pais (ubl ic + pi vat €)

« Public key is avai labl e to anyone
» Like atelephone num ber in a phone book
o Piivat e key is kept secet by the ow ner
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— Public-key Enciypt ion

»Alice encypt ing afile for Bob
»Enaypt ion povi des
v Confident ality
vDat Inegi ty

? Diecoy  of Public Keys

@,

ﬂBObIS Public ey Bob's Private Key p

S R

Alice Ciphet ext

~——{EieReT e {DEEre]

— Public-key Digital Signat ue
Alice signing afilewith pat of her pi vat e key. ..
Bob vei fying Alice'ssgnatue with Alice' s public key

Digita dgnatue povi des: Diecoy  of Public Keys
» ht egi ty
» Auhent icity
» Non-epudi ation

@ Alice's
& Piivae Key
“‘5 = ;
Alice ‘ Signed Plain Text @/ Bob

Alice’s Public
Key

-~ B - |-

=  Stepstosecue your entepi se

o Risk Assessm ent

v Debm i ne exi ging w eaknesses

vDeemi ne the level of ii sk you ae willing to assum e
« Detemine what infom at on you want to pioect
o Know your bus ness di ves

v Electioni ¢ Com m exce

v Intianet - engineei ng- extended enepi =
o Ceat eand st a secuii ty policy based on bus ness di vers
» Use a com petent vendor b help you secue  your
enepi «

v Right poduct s

v Globa sewvi ce and suppot




=  Today smuti-platfom Intenet &
intianet envi onm ent

Your Intranet Firewall

Chelmsford

-

— Extended Entepi s Case Study
* Need
v Twoor m oe com panies need to col labort e on a new poduct
» Mustshae infomation acoss ogani zat ons
» Mustcontol whogets access towhatinbmat on and devi ces
» Need to know who'swhowihi nhe team
v Fill odes on-line

» Supplies
» Cusbm es
« Solution
v Secue extended enepi s "Team"
‘o Nobils
P obile
Yy -Con.pum-s‘~
- \e=
P » -
pesot” g =
Deskt - = L=
v —iT et ' .-" “Your Partner's

s ' Intranet

Your Intranet

= Summay

» Secui ty di ves
v Electoni ¢ Com m ece
v Extended entepi s
v Busness - engi neei ng
~ ht anet web applications
« How m uch seauil ty do you need?
v Risk Assessm ent
v Secuii §/ Policy def vation
o W hyH P?

v Pred dium :Vit ua Vault, SSO Auth.. Sewer , ICF,Im agneCad
v Pat ness
v Secui / ht eget ion sevi ces

= PSO

» System Integabr Pat nes




=  Secui ngthe Extended Entepi =

o Authentication (15 ng PKI)
v Authenticate uses b applicat ons oher uses, and devices

v NonRepudiation
» Digital signatue br non-disput able acknow | edgm ent
« Author zation n
v Cental ly poect  applications _
» Contol access to team w eb pages |I|

» Dif eent team m em besequi e dif eent access pi vileges ( .e.

engineei ng, m aket ng, m anagem enf)
» Consisent applicat on secuii ty acoss team intianet boundary m

e« DataPoed on

v Encypt ion G
+ Securl ytansmi tdataacoss the intenet
» Securel y soe dataon the intanet

-

- Plaes dium Secues the Extended
Entepi =

« Authentication
v Piaed dium Becui ty Sex ce
v Praes dium m agi neCad
v Piaed dium Single Sign On
~ PKlIbased br obust auhent ication
= Agent based br secue comm uncat on with application
v CheddPoint, Rapor fiewal Is
« Author zation
v Praes dium Auhoi zat on Sewer
» Centrl ly cont 1ol saccess to w eb applications
= Cential ized wl es based autoi zat on
> PKlaw ae
o Secue Intenet Tiansact ions
v Paed dium m agi neCad
v Piaed dium Vit ualVault gecue  w eb sevel)

— Piees dium Secues the Extended
Entepi =

« Data Pot ection
v Intenat ional Crypt ogaphy Fiam ew ok
» Expott able encypt ion fiam ew ok
v Crypt ogaphi ¢ m odule
o Non Repudia on
v Paed dium m agi neCad
v PKI
« Secui ty Sem ces
v PSOSecui ty Conaulting
v Sysem hegat  ors




