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INTRODUCTION

The word “auditor” has unfortunate connctations. The data processing
grofessional facing an internal audit, cannot help but have a vague
uhcanscious vision of the IRS meticulously scrutinizing 1040 forms in a
desperate search for illegal deductions.

In fact, the IP awditor is more correctly thought of as an efficiency
expert. By analyzing the various aspects of the IP department from an
objective viewpoint, the auditor can make recomendations which will
benefit both P operations, and the company as a whole. ‘This more
benevolent image of the occupation is very popular with P auditors,
although it is admittedly unlikely to prove mich of a comfort to those
facing an awadit.

The responsibilities of the IP auditor can range from questioning the
integrity of an ismenesely complicated software system to telling some—
one to get his coffee cup off the line printer. Here it must be under—
stood that the auditor's concerns will vary with the auditor’s exper—
tise. While ideal P auditors are as comfortable with the internmal
workings of an HP3000 as they are with basic accouanting principles,
ideal auditors are few and far between. But whatever the extent of
technical knowledge, the most important qualification for effective IP
auditing i nothing more camplex than ooymon Senve, a systematic
approach and some basis for comparison with other similar data proces—
sing enviroonments.

As long as the auditor is not shy and not afraid to ask questions, all
of the pertinent inforsation will be available scmewhere, regardless of
the auditor’s tecdmical background.

Various and sundry articles on the awditing function have divided the
concerns Of the [P axditor into liste ranging from seven to sixty-five
relevent topice. There are actually only two: EFFICIENCY AND SECURITY.
These two categories do split into gquite a few sub-sections, and the
purpose of this paper is& to provide a list of many of the concerns most
often overlocked by the typical HP3000 zhop.

In addition, we will focus specifically on the Eata Center operations
\ area rather than on such other areas as Systems and Programming.
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STANDARDS AND PROCEDURES

{ne area where the IP suditor can be particularly helpful is ensuring
the existence and enforcement of proper Standards and Procedures. If
everymne does things the same way, it's even money they're doing them
right.

Standards and procedures in the data processing center should inciuvde
the following general topics:

Getting the right program in gperation at the right time.
Inserting changes into programs at the right time.
Getting the correct data to the right program at the right time.

Protecting the data and programs from accideatal or intentional
destruction.

Petermining that the data processed is complete and accurate.
Methods of physicalily mowving inputs and outputs.

Procedures for controlling data, programs, and the flow of work.
Methods of scheduling work.

Methods of getting work rerun in the event of error or disaster.

Record keeping of work accomplished and resources available to do
the work.

Determining that there are sufficient resources available to do the
work .
#

Maintenance and other housekeeping associated with the operation of
the ocamputer center.

Mo formal standards exist for:

System Development and Maintenance
Program/System Testing
File Conversion

Program/System Change Control
Library Operations
Computer Qperations

Eocumentation
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CPERATICNAL WORKFIOW and CONTROLS

Is input data from other departments complete and entered on time?
Poes the Data Center keep job acouamting information?

Ia it evaluated and weed by management?

I8 anyone notified in case of a production processing eryor?

Are en:&s documented?

Are error statistics accumulated or ave they ignored?

Are errors followed up s0 that they will not reoccur?

Is downtime reported and are statistics maintained?

Is there a log of late reports and/or jcbe?

ie there s formal cammunications chanpel between operations and
other departeents?

Is there 2 formal channel for ocosmunication of operations “tips®
and “gotchas™ to all operators?

Are probless that are encountered at the computer docuented and is
effective acticn taken to prevent recurrence?

Do cperators get feedback on yeported problems?
Are headers and $STDLIST information used and checked?

How is it known whether all reparts and/or microfiche have been
distributed to the to the proper user?

Have procedures been eatablished to control distribution of sensi-
tive output?

o antrols and procedures include the disposal of confidential
reports when they are no longer required?

Are ¢perator run instyuctions maintained up to date?
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SCHERILING

R e .

Efficient production scheduling is extresmely important in prowiding a
high level of reliability and predictability to the data processing
operation. BEnsuring efficient scheduling is ab important function of a
technical auditor. Here are some pointa to raise:

Are daily processing activities scheduied?

Is there a daily contingency schedule?

For batch production, are actual rin times recarded? 1e this data
used to calculate expected run times for a given day? BAre expected
run times compared against actual to ensure that rins have not
terminated abnorsal ly?

Are nonscheduled nne supported by & work request or other written
authorization?

Are schedule deviations documented and followed up by a supervisar?
Is a firm nightly/batch schedule established and adhered to?

in an online enwirament, are user-simitted jobe recorded to allow
forecasting of future schedules, resource requiresents and special
processing considerations?

Are ALL jobe aulwmitted through or omntrolled by cperationa?

Does operations route all output to the appropriate destimation or
do users pickup their own ocutput?

Are there standards for the type, quality, and quantity of forms
kept on hand?
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DATA SECURITY & MCESS OONTROEL

It may oome as a surprise, but many successful biminesses have informa-
tion in their data base which should, for reasons unknown, be protected
from loss and kept from the competition. Useful questions are as fol-
lowe:

Are data processing esployees instructesd as to their responsibii-
ities concerning cvonfidential information?

Ines management periodically review and update controls and secur—
ity provisions relating to data?

Are live production programs physically separated from develogment
Programs?

Are all staff prchibited from running test programs sgainst live
files?

Are operations personnel denied acoess to sensitive data files?

Are procedures in effect covering the acceptance and transcription
of programs frem develogment into production?

Are program library changes approved and accounted for?

18 acceptance testing of changed programs approved by operations
before transcription to production libraries?

Does the approval include assurance that production documentation
is almo updated?

Are operators prohibited from renaming or transcribing programs
without prior superviscory approval?

Are internal labels used for all data and programs files?

Are accoaumts, users and data files protected by passwords and
Yockwords?

Are passwords and lockwords changed periodically?
Is an operations log maintained?

Is the area above the susperxied ceiling in the computer room
accepsable only from that area?

Are blank checks and other negotiables:

Issued on run schedule basis only?
Kept in a locked/secure area when unattended?
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Controlled by maintenance of access forms?
toxd T bedd
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EQUIPMENT UTTLIZATION and EFFPICLENCY

e wnit of measurement for P efficiency is the U.S. dollar. Others
include Swies francs and German marks, but all of them are essentially
monetary. Axditing is a business function, and business measures by
noney. 50, when we say efficiency, we actually mean cost-efficiency,
S, but true.

tnce it has been determined that the entire data processing departwent
is following a perfectly implemented set of standards and procedures to
the lLetter, the auditor's attention can turn to efficient equipment
utilization. ‘this can be a particularly tricky srea, especially if the
autitor is an MBA with no previows camputer experience. The key here
is simply to ask guestions openly about procedures and daily phencmena.

How much machine time is spent on renms?

Are reruns analyzed? Are certain jobs especially susceptible to
rexuns?

Are certain programs or jobs inefficient in the area of file design
ar utilization?

1s the full multiprogramming capability of the HP3000 being utile
ized for batch production?

Are multiple job streams run concurrently?

Are cpa~bound and 1/0-bound jobe mixed to maximize overall through-
7

Are mony jobs restartable without rerunning the entire job?
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PERSONNEE, UTILIZATION and EFFICIENCY

Thia is & sensitive aubject. Wanderimg arcund the [P department with a
clip-board and jotting notes while the operators discuss the football
scores is unlikely to make the auditor many friends. And while manage-
pent. premmably wants to be kept informed, that guy who just sits
ataring at his termina) could be the (hairman of the Board's nephew.
Here are scme delicately phrased perscnnel questions:

o cperations personnel reguire extensive training and experience
in order to be effective in processing datly production work?

Do operators require extensive knowledge of each application they
rm?

Ie there a systew to schediule and sonitor normal daily processing?
ia the system effective? Does it cperate without excessive sanual
involvement? : )

o operators spend a large percentage of their time tracking jobs
in execution, replying to program :esaagns, changing the fences,
ate?

Are operators required to modify jcbstreams at run time?

Are al) necessary tapes, forms and other resources available when
needed or are they found in a penic?

Is there excessive tumover?
on any specific individuel{s}?

is daily production dependent

Ie the operations departament treated as the stepchild of the data
precesaing department?  After all, the HPI0O0 doesn't require an
operator §
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DISASTER FLAMNING and RECOVERY

This ia & catch-all category that includes everything from proper
insurance plamning to keeping terrorists cut of the computer room.
Here are some questiong for your mahagesments

Is there an Beergency Plan that is adeguate in relation to the
risk?

I8 it kept current?
Is it distributed cn a "need-to-know" basis only?

Does the Plan include action for offsite storage of filese and
docmentation?

Does the Plan specify:

The conditions for use of offsite processing?
Application pricrity?

Resource requirementa?

Job scheduling?

Ra documentation?

Required tapes, forse, smupplies, etc.?

Have formal written procedures been instituted for hardware backup?
ENVIRCEMENT

Now here is something for the nom-technical auditor to sink teeth into.
It doesn’t take a great deal of scientific expertise to mention that
things might run a great deal move smoothly if people didn‘t have to
clizb over the disc drives to get to the watex cooler. Here are a fow
suggested Envircomental guestions:

Is the workspace adequate? Are the facilities peat and orderly?
Can all supplies be found quickly, when needed?

Are tape drives cleaned regularly? Are tapes certified regularly?

Are sawch suxiliary items as bursters and deccllators located out-
gide the cosputer rocm, but in line with the flow of work for the

departoent?

Are tapes, discs, etc., stored in a closed, fire protected, and
limited access area?
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ASSISTING THE AUDITOR

The best way to assist a [P auditor, assuming you are so inclined, is
to provide as much information as possible. This can be done by study-
ing the ligts of suggested questions and answering them in advance.

A more efficient method of providing the auditor with information is to
implement a software system which leaves ¢learly defined audit trails
and which issues a wide variety of reports, so that valuable tige is
ot wasted ferveting out information.

In fact, perhaps the first suggestion of each IP audit report should
be the installation of a better system to gather the proper data and
to make the job easier next tiwe.

Betsy Leight
PHOJECT y INC.




