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'!he loIOrd"auditor" has unfortunate OQ'\nOtatioos. '!he data processing
professialal facing an internal audit, amnot help but have a vague
U'ICQ1SCiousvision of the IRSmeticulously scrutinizing 1040 forms in a
desperate search for illegal deductions.

In fact, the II' auditor is lIOre correctly thought of as an efficiency
expert. By analyzing the various aspects of the I1'department frCIIIan
objective viel4'Oint, the auditor can malcereoaaoendations Iotrichwill
benefit both II' operations, and the caopany as a .mole. 'Ibis JOOre
benevolent image of the occupation is very pop.Ilar with II' auditors,
although it is adJIIittedly unlikely to prove lIuchof a OCIIIfortto those
facing an audit.

'!he responsibilities of the II' auditor can range frCIIIquestioning the
integrity of an illlllE!llselyooq>licated software syst~ to telling SOllIe-
one to get his coffee CIp off the line printer. Here it IlUStbe under-
stood that the auditor's ooncerns will vary with the auditor's exper-
tise. Miile ideal II' auditors are as OCIIIfortablewith the internal
workings of an HP3000as they are with basic accounting principles,
ideal auditors are few and far between. But Iotiatever the extent of
technical knowledge, the IIIOStiqx>rtant qualification for effective II'
auditing is nothing axe cc:.plex than 0CIIUIlsense, a systE!llll.tic
awroach and sane basis for oc:q:arison with other similar data procea-
sing environments.

As long as the auditor is not. shy and not afraid to ask questions, all
of the pertinent information will be available SCIDeIiIere,regardless of
the auditor's tedmical backgrOlOi.

~rious and suOOryarticles on the auditing function have divided the
concerns of the II' auditor into lists ranging fran seven to sixty-five
relevent tq>ics. 'ftlere are actually only two: EFFICIEK:YANDSEUJRI'l'Y.
'ftlese two categories do split into CJIite a few sub-sections, and the
purpose of this paper is to provide a list of manyof the concerns JOOSt
often overloolced by the typical HP3000shop.

In addition, we will focus specifically on the IBta Center operations
area rather than on such other areas as Systemsand PrograJlllling.
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Sl'ANIlARIliANDPOOCEOORES

COearea tohere the II' auditor can be particularly helpful is ensuring
the existence and enforcement of proper Standards and Procedures. If
everycne does things the sameway, it's even lIDley they're doing them
right.

Standards and procedures in the data processing center should include
the following general topics:

Getting the right program in qJeration at the right tilDE!.

Inserting changes into programs at the right time.

Getting the correct data to the right program at the right time.

Protecting the data and programs fran accidental or intentialal
destruction. •

Leterllining that the data processed is oaaplete and accurate.

Methodsof Iilysically mving inpIts and outputs.

Procedures for controlling data, programs, and the flow of work.

Methodsof scheduling work.

Methodsof getting work rerlrl in the event of error or disaster.

lecord keeping of wackacoaoplished and resources available to do
the work.

Letermining that there are sufficient resources available to do the
work.

/
Maintenance and other housekeeping associated with'the operation of
the OCIIIpltercenter.

[\:) forIIIal standiu-ds exist for.

System Levelopoent and Maintenance
Program/SystemTesting
File Q:nversion

Program/SystemOJangeQ:ntrol
Library Operations
CanfUter Operations
Ibcumentation
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CX'ElV\TI<H\LWClU<Fl.CI'l and crBl'R((S

Is ilplt data frea other departlaents coq>lete and entered en tiE?

Jklea the tBta Center keep job accounting infonDatien?

Is it evalUllted and l8ed by .-aageEnt?

Is anyme notified in 0II8eof a productien prooesaing error?

Are errors docI.1Dented?

Are error statistics ~ted or are they igr¥ll"ed?

Are errors follaei Ip so that they will not reoccul"?

Is dIMItiJDerepxted and are statistics IIIlintained?

Is there a log of late reports and/a jdle?

Is there a formal CDaWlications channel bet_n operations and
other departlaents?

Is there a formal channel for CDaWlicatien of operations "tips"
and "gotcbas" to all operators?

Are problems that are enocuntered at the oc.p.tter docLIDentedand is
effective actim taken to Ja"event recurrence?

to operators get feedback 00 repxted Ja"oblems?

Are headers and $S1'IlLlSl' infonlilt im used and checked?

Howis it knownN1ether all repxts and/a llicroficbe have been
disuibuted to the to the Ja"oper user?

Haveprocedures been established to control disuibutim of sensi-
tive output?

to controls and procedures incllde the disposal of confidential
reparts whenthey are no longel' r~ired?

Are operator run instruct.ions maintained Ip to date?

3 - 3

~ Project Resources, Inc.

~

Efficient productien scheduling is exuemely iJllX)rtant in providing a
high level of reliability and predictability to the data Ja"ooe&8ing
operatim. huring efficient scheduling is an ilplrtant fmction of a
technical aOOitor • Here are IIOIIIepoints to raise I

Are daily prooe&8ing IICtivitiea scheduled?

Is there a daily contingency schedule?

fix batch production. are actlllll rim tbles reoorded? Is this data
used to calculate expected rm tiJDes for a given day? Are expected
rllO tiJDesCXJDpl1"edagainst actlllll to en8Ul"ethat runs have not
tenainated alnlnIally?

Are llCI'I8cheduledruns ~ted by a IoICICkrecp!8t or other written
authoril'ation?

Are schedule deviationa ~ted and follaei 14>by a supervisor?

Is a fiB nightly!tatch schedule established and adhered to?

In an alline envira.8lt. are uaer-sul:lDitted jdle recorded to allow
forecasting of future schedules, rellOU1"C8r~ire.nts and special
processing considerations?

Are AlL jdle autaitted through or Caluolled by operations?

toes operations route all output to the aEPWfCiate destination or
do users pickup their OICIoutput?

Are there standards for the type. quality. and quantity of fonas
kept on hand?
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JlA.TA SECURITY& 1a!ESS <ni'l'OOL

It may00IIe as a surprise, but manysuccessful businesses have informa-
tim in their data base ••.•ich should, for reasons unknown,be protected
frap loss and kept fraa the ClClllp!titiQrl. Useful questions are as fol-
lows:

Are data processing eq>loyees instructed as to their responsibil-
ities oonoerning confidential informatim?

IlJes managementperiodically review and I4ldate controls and secur-
ity provisions relating to data?

Are live productioo programs physically separated frap developoont
programs?

Are all staff prohibited frap running test programs against live
files?

Are qerations persoonel denied access to sensitive data files?

Are procedures in effect covering the acceptance and transcriptioo
of programs from develC1pllehtinto productioo?

Are program library changes approved and accounted for?

Is acceptance testing of changed programs approved by qerations
before transcriptioo to productioo libraries?

IlJes the approval include assurance that productioo docuoentatim
is also I4ldated?

Are qerators prohibited fraa renamingor transcribing programs
without prior supervisory i\PPZ"oval?

Are internal labels used for all data and prOgramsfiles?

Are acoounts, users and data files protected by passl«lrds and
lockwords?

Are passwexds and lockwords dIanged periodically?

Is an qlerations log maintained?

Is the area above the suspended ceiling in the caap.iter rocm
accessable only fraa that area?

Are blank dJecks and other negotiables:

Issued 00 run schedule basis only?
Kept in a locked/secure area whenunattended?
O:rI~r~lle?.by.main~~ of access forJIIS?
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EOJIPMENl'lJI'ILlZATIOOand EFFICIFX:Y

<be unit of measurelllE!Qtfor IP efficiency is the U.S. dollar. Others
include SWiss franca and GermanIIIlrks, but all of theat are essentially
lIDletary. Auditing is a business functim, and business measures by
mmey. So, whenWEtsay efficiency, Ne actually I8U1 oost-efficiency.
Sad, but true.

Oloe it has been determined that the entire data processing department'
is following a perfectly iJplemented set of standards and procedures to
the letter, the auditor's attentim can turn to efficient equipment
utilizatim. '!his can be a particularly tricky area, especially if the
auditor is an MIA with no previous caap.iter experience. '!he key here
is simply to ask questions qJenly about procedures and daily ~.

fbw muchmachine time is spent m renms?

Are reruns anal~? Are certain jobs especially susceptible to
reruns?

Are certain programs or jd:ls inefficient in the area of file design
or utilizatim?

Is the full multiprogranting capability of the HPJOOObeing util-
ized for batch productim?

Are IWltiple joo strei1118run concurrently?

Are cpl-bound and I/o-bound jobs mixed to maximizeoverall through-
put?

Are manyjobs restartable without rerunning the entire jOO?
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PER8:I!iIIiELurlLlZATICliand fFFICJ»CY

This is a sensitive sli>ject. WanderingarOl.ni the IP departalent with a
clip-board and jotting notes while the operators discuss the football
aoores is Inlikely to make the all1itor IIIiIrIYfriends. AndIotlile JIIiII'lage-
II8lt preSUllSblywants to be kept infarlled, that guy ""' just sits
staring at his tenrlnal CCUl.dbe the aairlllilrl of the Board's ne{ilew.
Here are __ delicately phrased persamel questions:

lb operations persamel require extensive training and experience
in order to be effective in procesaing daily production Kll"k?

lb operators require extensive knowledgeof each awlioation they
rw?

Is there a system to schedule and lICJIitor normal daily processing?
Is the system effective? [bes it operate without excessive lllilrlual
involWIIII!I'It?

lb operators spend a large percentage of their time tracking jcbs
in execution, replying to pcogrlUl_sages, dlIIn:Jing the fences,
etc?

Are operators required to .edify jdlatreams at rw time?

Are all necessary tapes, forIIs and other resources available W1en
needed or are they fOl.ni in a pmic?

Is there excessive turnover? N1y? Is daily produr:tion dependent
on any specific individual(s)?

Is the operations department treated as the stepchild of the data
processing department? After all, the HPJOOO dJean't require an
operator I
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DISASTER R.NlNING and AOCXlIIERY

This is a catch-all category that includes everything fran proper
insurance planning to keeping terrorists out of the cap1ter rOClll.
Here are saae cpastiona for )"OUr managalerlt.

Is there an &oergency Plan that is adequate in relation to the
risk?

Is it kept current?

Is it distributed on a -need-to-Icnow"basis only?

[bes the Plan include action foe of bite storage of files and
ciocIeentation?

[bes the Plan specify.

'ftle caxlitions for use of offsite processing?
~lication priority?
Resource requirella1ts?
JOO scheduling?
am documentation?
Required tapes, forM, suwlies, etc.?

Have far:JIIIlwritten procedures been instituted for hardware backup?

ENVlR<DIINl'

Now here is IQIething for the non-technical all1itor to sink teeth into.
It doesn't take a great deal of scientific expertise to mentioo that
things IIlight run a great deallllCt"e a.JOthly if ~le didn't have to
dim CNer the disc drives to get to the water cooler. Here are a few
suggested I!hvironmental questions:

Is the Kll"kspace adequate? Are the facilities neat and orderly?
Can all supplies be fOI.ni CJ1ickly, IiIIlenneeded?

Are tape drives cleaned regularly? Are tapes certified regularly?

Are such auxiliary itss as bursters and dec:xJllators located out-
side the cap1ter rOCSl,but in line with the flow of Kll"kfor the
department?

Are tapes, discs, etc., stored in a c~, fire protected, and
limited access area?
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ASSISTI~ 'lHE AUDITOR

'DIebest way to assist a IF auditor, assUlllingyou are so inclined, is
to provide as muchinformation as possible. 'Ibis can be dale by study-
ing the lists of suggested questi<XlSan:i _ring them in advance.

A lIIO["eefficient methodof providing the auditor with information is to
implementa software systemWhichleaves clearly defined audit trails
and Whichissues a wide variety of reports, so that valuable time is
not wasted ferreting out information.

In fact, perhaps the first suggestion of each IF audit report should
be the installation of a better system to gather the proper data an:i
to makethe job easier next time.

Betsy Leight
PInJB:T RESOtJlCES, INC.

3 - 9


