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Nomtar Inc, is a8 widelw diversified Canadisn-owned international
corroration whose business is conducted by four orerating srours!
Puls and Farer Productsy Fackadings Construction Materizsls and
Chemicals, Consolidated sales of these grousrs exceeded $1.2
billion Canadian in 1978.

The Fulr andg Farer Grouwr is one of the lardest intesirated rule
and sarer marnufacturers in Canada. It rroduces rewssrint and ruls
and is the lardgest Canadian sroducer and marketer of fine and
sreciaslty rarers, The Fackading Grour manufactures linerboards
boxboards corrudgated shirring containers and kraft rarers, The
Construction Materizls Grour is one of the lardgest enterrrises of
its kind in Canada. Among its sroducts are decorative and
imgustrisl laminatess rarticleboardy claw bricksy asrhault
shingless roll roofing and gursum wallboard., The Chemicals Grous
rroduces saslt for homer industrizsl and ice comtrol usesr s wide
range of tar sroductsy lime sroducts, treated wood and 2 variety
of srecialte chemicals,

As Surervisor of Orerations for Domtar Chemicals EDF derartmenty
I am resronsible for hardware and sustem softwasre on two Series
IIIl’s? one owned by the Chemicals EDF Grours the other by the Wood
Freserving Divisiony which we refer to a3s Woodr. There is one
further installation slanned for mid-1980. That site is riot
currently considered irn this slan.
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Frotect eritical data from sccidentsl loss or destruction
Assure that there is rno sigrificant loss of information

Frovide 3 means to resume sroduction in an ordanizedy timely)
cost effective marmner without oversights or delaw

Restore functional carsability of original host im long term.

¥ our tardget is ore man-daw or less hefore resumstion of asll
eroduction orerations.

S5 S50 Time ovem Teee Seee Sove SuSe GUOR GISR Gaee BSE e N WS TS EeS TGS CUS TUES TS SMR @S M4 Ses Geat Sied e TR TeS Tees i Gese tees Seee Mae S e S WHe TV e e 64t WAS S0MM Mhee Hes Se0s SeN6 e o4 v eee Sese Sere Ses Ees Sese Seas S4se See SeES TS sren SeTe seve Sree Gase bost

SECTION 17-77



e comm cmm tEmm tem tem teme tem tmm  Semm tem B etk tmm e e

S50 Guet tmm S Sme Sem Gme Sens B Sum Seee G Sees Sim 4000 Sa Gaau G0t G400 Siee TS SND PR $Eel POR FeSl Peud Ferm Bems Fe Sewe PIe S FHY CURS SURS SGTS PUSE GRIe SIS PRI S0S SIS $210 SW FMY STW U SS GP SEe Swe S FUS SRS SE S SIS S It S a0 Sme SRS SIS Cwe SUTO Sewe mame et b

- determine criticsl serlications to be errocessed

- assure that curremt version of critical datas is available for
timelw transfer to zrother sustem

- assure that asnother sustem is resdily avasilable to sccest dats
o 8 rriority basis

- see that someone has both the knowleddge & suthorituy to
coordinate the recoverw

- imrlement long-term recoverwy of origimsl host sustem

Notes!
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DETERMINE CRITICAL AFFLICATIONS TO RE FROCESSED
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- withirn Domtar as sart of our annual buddeting exercises
every sustem either rrorosed or in sroduction is evalusated
adainst everw other.

- this dgives us 3 measure of the relative imrort of esach

sustem and helrs us to decide the most critical arrlicsations
and the imract of rnot rrocessing them.

- tor manadgement dives the "stame of arrroval® to the final
buddget.,
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~ DATA RASE TRANSACTION LOG
- Will be imrlemented with IT1918
- will be run on tare due to
- much higher transrortability
~ gecure from sustem sroblems such as head crash
- scheduled to be re-used daily
- becomes redundant after evening bhachur

- DRUNLOADL of each rroduction dats base
- done daily
- kert for reriod of orne week in tare cabinet in
comruter room
- ehosen rather thar DESTORE
- dives rotential of [IELOAD on scheduled bhasis

- FULL SYSDUMFS
- done daile after hours with limits at 1+0

- designated by ture and kesrt according to ture
-~ will be lockworded after IT1918 is installed

¥ Every attemrt is made to see that two cories of everu
Froduction file exist on tare a8t anw given roint in time to
comrensate for the bad tare which might be discovered om a3 reloads
etc. The dbunload and susdumr tares are rhusically stored in
different locations for the ssme reason.
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FULL SYSDUMFS

- WEEKLY ON-SITE (43¢ series)
- dumred first working dav of week
- kert in vault for one month

- WEEKLY OFF-SITE (S series)
-~ dumred second working dagy of week
.~ #laced in fire-resistant vault off-floor

immedistelw

- gsent to site of altermate host next daw
- kert for one month

- DAILY ON-SITE (24 series)
- dated to weekly on-site susdums
- kert in vault for one week

- MONTHLY OFF-SITE (8ux series)
- dumred 3t end of rroduction month
- rlaced in vault overnight
- sent to remote data bank next day
- kert for one uarter

- MONTHLY ON-SITE (63 series)
- dumred daw after Monthly off-site
- kert in vault for orne uarter

- YEARLY OFF-SITE (8uvy series)
~ dumred a3t end of rroduction wesar
- #laced in vault overnight
- sent to remote data barnk next daw
- kert for five vears
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locate a2 backur site
taking into consideration!

- suystem reauirements

- rshusical site

- hardware comratibilitw

- gsoftware comratibility

- telecommunications facilities
- other surrlies

- syurrorting derartments
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SYSTEM REQUIREMENTS
- available rrocessing time for on-line

- exists because rroduction and testing asre rrioritized
s0 lower rriority Jobs can be held back

- very high telerrocessing to bateh ratio
- only two batch srodgrams run d3ily on Chemicals sustem
for combirmed wzll time of less tham 10 mirnutes
- disk srace
- available due to srioritization of arrlications

- lower rriority arrlications kert on tare until loadable
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FHYSICAL SITE

- assets of both within Domtar Ehémicals

- rhusical sersration of 24 bkm (15 midbhetween sitess
30 min bw car

- office srace readily avsilsble rmear either site
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HARDWARE COMFATIRILITY

- 1 Medsbute of memoru

1 Mag tsre drive

32 rorts (numbered 20-~35 & 40-55 for easse of use)

1 rrinter ( 200 limome vs 425 1l,r.m.)

3 discs
- 1 % 15mb HF7905 sustem disc

- (1 3 S50mb HF7920 + 1 x 120mb HF79295)
120mb HF7923)
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SOFTWARE COMFATIRILITY

- COROL» FORTRANy SFLs IMAGE/QUERYs ADAGER/3000
on both sustems

- QREDITy RASIC» SCIENTIFIC LIRRARY on Chemicals sustem

- KSAMs ASK/3000y TAFS on Woods sustem
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TELEFROCESSING FACILITIES

have 2 Dizl-ur lines on Chemicals vs 3 Dial-ur on Woodr

- will asceuire 4 ¢ 300-baud disl-ur lines on each sustem
- facilitates user transfer from one swstem to snother

- rlan to aceuire 2400-baud DS3000 lines

- will be recuired for third sustem

- r#lam remote Job to cory sustem sccounting structure to other
sustem orn rlanned basis each time mador chandge is made

looking inmto FPachket Switching uwusing "black box® arrroach

- allow users to durnamically switch from orne sustem to another
on instructiorns received inm criticsl situation
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OTHER SUFFLIES

must still be received if Corrorsate EIF destroved
- Sifto tsres rrovided by Corrorste EDF

monthly Statement forms srovided by user
- user resronsible to surrly even in disasster

- terminals for sustems & srodramming staff
- requirements in surrlier files
¥ nmnot included in +this rarer
- can be rurchased from rumerous surrliers
~i+e. Dec VTS2y LAL120 & LS120s HF264Xy Hazeltine
1400 & 1552y & Ferkin-Elmer Owl 1200 terminzls.

furniture & office equirment
~ recuirements im surrlier files
¥ not included in this rarer
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SUFFORTING DEFARTMENTS

- contascted everw six momths to reconfirm their role in
surrorting 8 recovery

-~ mador users thru systems zmnalusts
- Corrorate EIF by orerations staff

- telecommunications bw orerations staff
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- formalize rlan and have it arrroved
- choose coordinator and alternatte
- train rersonnel in =lan

- suthorize coordinator‘s control over recovery srocess
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~ move rroduction back to oridginal facilities
(or rerlscement)

- reinstate lower rrioritwy furctions
- fiull testing

- training
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SECURITY GUARDS CALL IN A FROELEM TO COORDINATOR

- first call is to Surervisor of Orerations or zalternate
- normally Comruter Orerstor is desidnated alternate

COORDINATOR ALERTS OTHERS

EDF Manadger
- asdvisges tor manasdgements insurancer suditing, ledsl &
rublic relations
- Orerators
- move most current available tares to riew host sustem
- Telecommunications
- to hels confirm srorer imrlementation of current lires
- to aceuire rmew lirnes 3s recquired
- Sustems Analusts
- to advise mador users of their status and what is reauired
of them to hels recover the system comrletelwu
- Surervisor of Sustems & Frogramming
- to advise his rersonnel on chandges recuired in location and
function
~ Corrorate ENF
- make arrandements to change routine redgarding insut from
IBM/370 sustem
- Other users who buw EDF service from Chemicals EDF.
- fimancizl model usersy Treasuryy etce,
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COORDINATOR SUFERVISES RECONSTRUCTION OF SYSTEM

- perform if alternate host recuired!
- load Jcl file to create sccount structure from tare
- remove rasswords from MANAGER.SYS
- gtream Jcl file Just loaded
- restore rasswords to MANAGER.SYS
- verifwy that sroduction sccoumnts have been loaded
- get UDC’s as noted on sustem console
- gtore Jcl listinmgs with rasswords in locked ares
- restore all sroduction files & datz bases
note! 2 levels of SL only in case doing to foreidgn sustem
- Frocess ang exdisting transasctiorn tares asHainst dats bhases
- restore third-rarty software as recuired
(ADAGER/3000yQEDNIT»ASK/3000s TAFS)
- audvise sustems analusts to verifu dats for resrective users
and have them zdvise users to re-ernter anw transsctions which
have beern lost.
- advise users with whom orerations has direct access that sustem
is available for their use.
contact surrliers to order sufficient surrlies to carry on.

COORDINATOR FLANS MOVE RACK TO FPRIMARY HOST SYSTEM IF NECESSARY
- det authorization to rebuild if recessarwy and re-equir

- rrerare to follow srocedure similar to sbhove when the originsl
host is adsin availasble.
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XX This rlan is Just being formalized., We have tested the
rortion to ridgduback sccount structures from ore sustem onto
another and it rerforms as exrected. It writes on the console a
list of which users recuire the setting of 2 catalogy but is rot
vet sorhisticated enoush to saw which catalog must be set.

We #lan to test this sustem at least twice rer vear to zssess
its effectiveress and fill in anw wesk roints BEFORE the disaster
strikes, We anticirate the mador rroblem - the one over which we
have least control - would be with telecommunications.

The rrogram to create the Jcl file is on the swar tare under the
name "FPIGYRAK®.,

T T ST 00 5000 e S T RS 9004000 6000 a0 an 6509 940 00 WES SR Gmm e 800 G404 440 deve e e W90 VPO SUUP OO ee s Man Mee Sest hes Gove mes mes eap SN 00" S Emem Fese RAES SAMN W04 G4ed sbus eee Sere Seas P46 SO SHFR F0me PUE MRS SdS8 Seet Sets sewe sees sese Ame asme Sene sere
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