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orerequ Ste know edge

 Generd Apache know edge
« POS X shdl basi cs
« Herachcd Hle Systembasi cs
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webw se A03. 00 product overuv ew

« AOLOOrdeased as aseparady puchasald e product
fa 65

e« AO3 00 nowbundedino75FOS as a dop-in
red acement fa Apache A 02 00

e adds SSL encrypion and X509 au herticaionto
Apache
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webwse AQO3.00i1s bultfrom..

Apache 1322
Mod sd 285 SSL/UTLS encrypion nodd e
e« MM 11 3 shared menorylikrary

OpenSSL 0.9.6b generd purpose SSL/TLS and crypto
tod kit

RSA BSAFE Gypo-C52crypotod kit
« RC2, RC4, and RSA d gorithnms
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hp 3000

new apache functiondity snce 1.3 14

 mostly bugfixes &portallity enhancements

 LogFor nat %c fo | ogg ng connection sta us a request
co npl eti on

« mod_aut hfileowner and file- group au henticaion
enf orce ment

o raadogs uility supports dat etimest amp referencesin
|l odfil e names

 Apache nmanud pages noved ou d de of the ht docs
Document Roat; i.e. / APACHE PUB ht docs/ manud
moved to/ APACHE CURRENT/ ht nranud
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webw se changes snce A 01 00

e Apache 139 updatedto 1.322

o chld processes runas WWW APACHE instead d
SECURE APACHE mnay have file ownersh pand
per mss ons impli cati ong!

e usesthe same V.UU FF-based filel ayou schene as
Apache A02.00 (the dd SECURE APACHE groupis
na nodfiedor referenced by A03 00)
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m grati ng from previ ous versons of
apache or webwi se

e Qeae newJHTTPDfrom JHTTPD sampl e

« O eae newconfigfilesfrom coarrespond ng *.sanp e
fil es

o Copy ex sing WebW se A 01 00 server key and
certificaaetonew A03 00locati ons

o Copy ex sting WebW se A 01 00 ht docs contert and
cg-hn scripgs from/ APACHE SECURE tothe new
A 03 00/ APACHE PUB locaions, o modfythe new
A 03 00 corfigfilestoreertothe ddA 01 00| ocaions
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-
m grati ng t o hpux

* Web Wise on MPE shares the same core ascchtecdue
as the Apache bundle on HPUX

100 % upward conmpatild e
« afewaddtiond gandard Apache nodu es on HPUX

« extraHP nodu eson HPUXfa integaionwth aher
HPUX products
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.
mod sd is..

« The heart d WebW se
e encrypted TCP connecti ons
e dient and server X509 authenticati on
« Consists d:
e Patchesto exendthe Apache AR (EAR)
 the nod _sd modue
s gn shscrip

b nopensd command line uility ind uded for
key/ certificade managenent

iiiiii
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hp 3000

mod sd Is NOT...

a substituefor afirewdl

a substitu efor good host security practices

a substitu efor good apdicati on security practices

a substitu efor good human security practi ces
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hp e3000
. defintions: secur e sockets | ayer (sd)

A praocd layer beaween any apdicaion stream
praocd (such as HTTP) and TCPtha dlows secure
commun caions Ma encryption dgests, 9 gna ures,
and aut herti cati on

o« SSLv2.0- vendor sandard from Net scape
o« SSLv3.0- expredlInternet Dat from Net scape
o Supported by dl rowsers
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defintions: secur e socket s | ayer
(cont.)

=50
sal Change | S50 Alert
Protocol

550 Fecord Protocol

TCP
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definti ons: transport | ayer security
(tlg)

e An evd uion d SSLv3 0
 Definedin RFC2246
e Supported by dl nodern browsers
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defintions. key

Aredly b grandom nunber (1024 kts)

e 40 bts? 56 bts? 128 bts? 1024 bits? SAY
WHAT ?7?

Splitintotwo mat hemati callyrd ated components,

o priva e key
e puldickey

A key est aldishes your iderntity -- pra ect it! (chmod 400
and pass plrase)

Bot h servers and dients have keys
RSA keys/ dgorithm defined by RFC 2437
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defintions: privat e key

e Uni qud yidentifies you
« Pratectit wth your lifd
 You useitto
s creadedgtd sgnaures
e« creadedgtd cetificat es

e decrypt daasen toyoutha was encrypted wth
your puldic key
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defintions. puldic key

 Alows the pudictosend you encryged data wh ch
ony you can decrypt wth your priva e key

e Your pudickeyis asoindudedin your certificat e
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defintions: message dgest

Short, fixed-lengt hrepresent &ion o | onger, variad e-
lengt h messages (hash)

Cantdetemne orig nd msg fromd gest

No t wo messages have the same d gest

D gest d garithns:
e MD5 (128-kt hash)
« SHA1 (160 bit hash)
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defintions. d gtd sgnature

 Message dgest (dus sequence nunber) encrypt ed
wth sender’s pxivate key

« Ate the nessage andthe d gest won’t nat ch

 Ate the dgest andthe puldic key decrypion worit
wor k
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defintions: cetificae

Vdidaes youridertityto ahers
For mat defi ned by X 509 st andard
O eat ed by aCertifica e Aut hority
Contans:

e your i derntity (nanme, conpany, |ocdity, eto
e your puldic key
o vdidty daes

e theidentity and sgnature d atrust ed agency cdl ed
a Certifica e Aut hority
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hp 3000

defintions: certificae authority (ca)

o Atrusted agency that issues certifica es

 Vdidaestheidertity d aperson requesting a
certificate

« The CA s gnsthe certificaterequest wththar own CA
certificat ¢ thus creati ng a cetifica efor the requestor

o CA certificae may be sdf-g gned (roa-levd), or 9 gned
by a hgher CA

* You can be your own CA!
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hp e3000
. defintions. certificae authority (cort.)

e Browsers ae pre-corfiguredtotrust certan CAs

 Netscape Edt, References, Privacy & Security,
Certifica es, Manage Certifica es, Au horities

s MS E Tods Intene Qxions, Contert,
Certifica es, It e med a e Certificati on Aut horiti es,
Trusted Roat Certificatl on Aut horiti es

 You can add newtrust ed CAs

o Server cetificaes s gned bytrusted CAs are
aut ometi cdly accepted
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hp 3000

el e5. 5 caw ndow

Certificate Manager K Ed
Intendsd purpose: S
Other People  Intermediate Certification Autharities | Truzted Roaot Certification .ﬁ.uthnritiesl 4 | "I
lzzued To lzzued By Ewpiration ... | Friendly Mame -
lobal5ign Rook Ca, Roaot 5GC Authorty 1/27/14 £Moaones
GTE CyberTrust Root  Root SGC Authority 22206 £Mones
Microzaft Windows ... Microzoft Root Authonty 12/30/02 £Maner
M5 SGE Authorby Root SGE Authority 1243109 £Mones
Root Agency Root Agency 12431439 <Manes
SecureMet CA SGC ... Hoot SGE Autharity 10/15/09 £Moaones S
Thawte Premium Ser...  Foot SGC Authority F16/04 £Mones
Thawte Server CA Root SGC Authoriky F16/04 £Maner
UTH - DATACorp 5SGC Root SGE Autharity B/23/119 £Mones j
Impart.... | Evpart.. EEmEVE Advanced...
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hp 3000

net scape 6.2 1 caw ndow

N certificate Manager O] x|
Your Certificates IWEb Sites I Authorities
You have certificates an file that identify these certificate authorities:
Certificate Mame | security Device =
= ABA.ECOM, TN, —
B4, ECOM Root Ca Builtin Object Taken =
T addTrust AB
pddTrust Class 1 CA Root Builtin Cbject Token
addTrust External Ca Roat Builtin Object Token
addTrust Public Ca Root Builtin Object Taken
e dd Trust Qualified CA Root Builtin Object Taken
=american Express Company, Inc,
—American Express Certificate auth... Builtin Object Token
Arnerican Express Global Certificat... Builtin Object Token
=Baltimare
~Baltimore Cyber Trust Code Signin... Builtin Object Token
- Baltimare Cyber Trust Root Builtin Object Token
~Baltimore CyberTrust Mobile Root  Builtin Object Token ~]
| | | | |
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definti ons: certificae Ign ng request
(csn)

« What you sendto a CAinorder torequest a certificate
« Contans.

e your i dentity (name, conpany, |ocdity, etc
o your puldic key

e The CAsgns your CSRwththe CA certificate
resdtinginyour certificae
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definti ons: certificae cha n

 Every cetificateiss gned by aCA
 CAcertificaes ae signed by aher CAs

e Achand valid CAsgnaures (assumestrustis
| nherited)
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defintions, certificae revocati on li st
(al)

o Alig o certificaestha a CA has revoked (l.e.
| nvdi dat ed)
« An enp oyer CA wou drevokethe certifica e of a
ter mmnat ed empl oyee and lig that certificaein a CRL

e Must be olxaned manudly fromthe CA
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o T mod_sd configurati on drectives -
sd eng ne (requ red)

o Specifies whet her SSL/ TLSis enald ed; typ cdly used
Ind de <Mrtud Host>

e on. SSLYTLSIs enad ed
e Off: SSYTLSisdsad ed
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hp 3000

sd mut ex (requ red)

» Specifies the met hod d synchronizaion used bet ween
Web Wise chldren

e none- use & your own ri sk

 Hle/pat Wtdmut ex - uses fcrtl() lock ng onthe spedfied
filename wththe parent A D appended fa un queness

e sem-naindenenedfo MPE
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.
sdrandonseed (requred)

SSL RandomSeed cort ext sour ce [ byt es]

Seeds the Pseudo Random Number Generata (PRNG
Context is dathe “statup’ a “connect”

Sour ces.

e bultin- curent ti me, pocessid and 1KB d
random scoreboard da a

o file/pathtd source - reads fromafile
o exec:/pa hto progam- reads from program s dou
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hp 3000

sd sess oncache (recommended)

« Spedfiesthe SSL sess on cache nethod used to avoid
repeated (dow) SSL handshak ng

* none - no cache terri d e perfa mance
o dbm/pat Wtddat &ile - d sk file cache

o shnht:/pa h'td da &il g9 ze) - shared me mory cache
hashtal e (file na creaed on MPE)

o shnth:/pa hWtd da &il g9 ze) - shared me nory cache
cydicbufers (file na aeated on MPE); best
perf amance!
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. . .
sd sesd oncacheti meout (optional)

» Spedcifies the sess on cache ti meout i nseconds
« Defadtis 300
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hp 3000

sd praocd (optiond)

o Specifies accepted SSL prat ocd s
e + o - syntax like Qaions

« Defadtisdl

e SSLv2

e SSLv3

e TLSV1

o Al

e SSLPratocd Al -SSLv2

iiiiii
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sd aphersute (optiond)

o Specifiestheorderedlig of aphersto be negotia ed
duri ng the SSL handshake

e Defadt;
ALL:! ADH RC4+RSA +HI GH +MED UM +LOW +SSLv?2
+EXP

e 128-ht RC4 wll be chosen firg

« /APACHE/CURRENT/bin/openssl ciphers -v Wlllig
dl availad e d phers
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sd certifica ekeyfil e (requ red)

Spedifies the server key file
| APACHE PUB corf/sd. key/ server. key
Pra ect the key fil ewth your lifée

Well, maybe just wth chnod 400 per nnss ons and a
pass phrase

Whoever hasthe key cani npersonat e you
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hp 3000
sd passphrased d og (reco mmended)

Howto oltanthe pass phrasefor encrypted privae
keys

bultin- read the pass phrase from $STO N a@te ! RUN
HTTPD

exec./pa hWto pogram- program prins pass phraseto
$STDLU ST, two parms:

e servernane: port name
e RSA or DSA
Pr at ect the pass phrasé

« Whoever knows the pass plrase can get your key!
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sd certificat efil e (required)

Spedfies the web server certificatefile
| APACHH PUB conf/sd. at/server.at

May dso contanaprivae keyinthe same file, bu ths
Isrt recommended

Praectthsfile wth chnod 400 per nnss ons
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sd certificat echanfil e (opti onal)

« Specifiesthe dl-inonefilecontan ngthe conca enaed
CA certificdes d dl CAdgners bet weenthe server
certificat e and the CA r oot

« Makes it easer fa browserstovdidae your server
certificate
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sd cacertificat il e (opti ond)

« Specifiesthe dl-inonefilecontan ngthe conca enaed
CA certificaes tha m ght have been usedto signthe
certificates o your clierts

e Thsdreaive and or SSLCACertificaePathisrequred
fa diet au herticaion
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hp 3000

sd cacertificat epat h (optiond)

o Specifiesthedrecory contanngdl d theindvdud
CA certificaes tha m ght have been usedto signthe
certificates o your clierts

e Hash synhinks nust be presernt inthisdrecory

« [APACHH PUH conf/sd.at/ Makefile wll crea e the hash
sy nhi nks

e Thsdreaive a SSLCACertificateRleisrequredfa
diert aut henticaion
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sd carevocatiorfil e (opti ond)

« Specifiesthe dl-inonefilecontan ngthe conca enaed
CRLs o dl ofthe CAsthat mght have s gned the
cetificates o your clierts

e Thsdredive a SSLCARevocaionPahis
recommended fa dient authenti cati on
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hp 3000

sd car evocat i onpat h (optiond )

o Specifiesthedrecory contanngdl d theindvdud
CRLs o dl ofthe CAsthat mght have g gned the
certificates o your clierts

e Hash synhinks nmust be presernt inthisdrecory

« [APACHH PUHB conf/sd.al/ Makefil e wil crea e the hash
sy nhi nks

e Thsdrecive a SSLCARevocaionHleis
recommended fa dient authenti cati on
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sd verifydi ent (opti ond)

o Spedfiesthetype d dien certificat e auhenticati on
desired

 none no diet cetificaeisrequred
e optiond: thedient may present a vdid certifica e
e requre thedient must present a vdid cetifica e

e optiond _no_ca the dient may present a certifica e
bu it doesnit haveto be vdid

o “optiond” doesnt work wth dl rowsers, and
“optiond _no_ca’'isredlyfor testing
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sd verifydeph (opti ond)

o Spedfiesthe maxi mumnumber of CA certificatesto be
used when vdidaingthe dient certificat e

« 0 neanstha sdf-sgned client certificates are accepted
ony

e 1 (defadt) neans the dient certifica e can be sdf-
s gned a hasto be s gned by aCA whichisdredly
known tothe server, dc dc
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sdl og (requ red)

o Spedfiesthe mod sd logfile
e Serious e@ras ae dudicaedtothe ErorLog
o |/pahtd programaor /pa htdfile
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hp 3000

sdlog evd (opti ond)

» Spedfiesthe lodil e ver bosityfence

e none- no dedcaedloggng bu “era” nessages still

writtento Bror Log
e errar -fad nessages
« warn- nonfatd nessages
e irfo- mg o process ng steps
e trace- mnor process ng steps

* debug - very VERY ver bosel

iiiiii
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s
sdrequress| (optiond)

 Forlads access unless SSLis bang usedfa ths
connecti on

« Usefd fa pra ecting aganst expos ng sendtive daa
over non- SSL connecti ons
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hp 3000

sdrequre (optiond)

 Alowaccess onyif an arhitraily cond ex bod ean
express onistrue

e SSLRequire ( ${SSL_CIPHER} !~
m/~ (EXP|NULL) -/ and %{SSL CLIENT S DN O} eq
"Snake 0Oil, Ltd." and %${SSL_ CLIENT S DN OU}
in {"Staff", "CA", "Dev"} and ${TIME WDAY} >=
1 and %${TIME WDAY} <= 5 and ${TIME HOUR} >= 8
and ${TIME HOUR} <= 20) or %{REMOTE ADDR} =~
m/~192\.76\.162\.[0-9]1+%/
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sd opti ons (optiond)

Spedifies various SSL-rdat ed runti me opgions
S mla to Qxions dredive

S dEnvVars - aoeaes SSL-rd aed environnment
variades fa CQA/SS applicai ons; expens ve!

Conmpa EnvVars - crea es extra envronnent vari ades
fa compati hility wth a her Apache-based SSL servers
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.
sd opti ons (cort.)

 ExportCert Data- creaes envronnent vari aldes
contan ng apdicald e X509 certificaes in PEMfamat

 FakeBas cAuth- dient certificae Suljed is used as
useri dlookup irto Bas ¢ Aut henticati on passwor dfil g
user na prompt ed fa password (assumed to be
“passwor d’)

e Srid Requre- access denid due to SSLRequire or
SSLRequreSSL overrides dl aher access check ng
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.
sd opti ons (cort.)

 Opt Renegaia e- by defadt, every per-drectay SSL
paramet e recorfi gur aion causes aful SSL
renegati ai on handshake (dow). Thsopiontriesto be
mor e grandar, bu nay cause unexpect ed resuts
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hp 3000

customlog for met s

o Extrafor mat functionfa use by the nod | og_cust om
modu e

e ) dvarnane}x -insertsthe vd ue o the varnane env
variadeinothe nessage

* CustomLog logs/ssl request log "%t %h
%${SSL_PROTOCOL}x %{SSL CIPHER}x \"%r\" %b"
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.
accounting struct ure

« Same scheme as Apache 1 314 A 02 00
« APACHE accourt (PN

PUB group (PN

V. UU FF based A0300 group (PN

MGR user (PN

WWW user (non PM

/| APACHE CURRENT symbdiclink pantsto
[ APACHE A0300
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.
drecay &filestruaure

« Same scheme as Apache 1 3 14 A 02 00
o Al files owned &managed by MGR APACHE

o Sendtivefiles MUST be praeced wthowner-ony
security!
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newfiles and drectories conmparedto
apache

 bhnopensd - generd aypto uility
o supportedfa key/ cert manage ment ony
« add/ APACHEH CURRENT/ 4 nto PATH

e g gnsh- cet-d9gn ng shdl scripg
o supportedfa sdf-agned CA cert only
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newfiles and drectories comparedto
apache (cont.)

conf/sd.al/ - CRL drecdory
conf/sd. at/ - certificaae dreaday
e praed drecory wth chmod 700
o server.crt - server certificae (chmod 400)
e Sensitive daa Hoted it!
conf/sd.csr/ - CSRdrectory
conf/sd.key - key drectory
e praed drecory wth chmod 700
o server.key - server priva e key (chnmod 400)
» Sensitive daa Hoted it!
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newfiles and drectories comparedto
apache (cont.)

 logs/sd _engine log-the SSL errar | og

* logs/sd request log-the SSL access | og
e ind udes praocd and a pher used

 logs/sd _mutex. nnn - semaphore file
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hp 3000

versioninf ormation

« HTTPD -v (Sane as Apache)
Server version: Apache/1.3.22 (HP MPE/iX
WebWise A.03.00)
Server built: Jan 15 2002 15:47:50

« bin/openssl version
OpenSSL 0.9.6b 9 Jul 2001
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. .
server configur ati on

 Copy sanpefilestonoma names
 [|APACHE PUB JHTTPD sanpl e

e cornf/access.conf.sanp e htpdconf.sanp g
mag c.sanple, mnetypes.sangde smcorf.sanpe

o conf/sd.at/server.crt.sanyd e (test on y!)
o conf/sd.key/server.key. sanpl e (test ory)
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. .
or owser confi gur &ion

« MS Edlows youtoenald e/dsalde SSLv2 0, SSLv3.Q
and TLSv1 0, no cipher chace

* Netscape dlows youto enald d sade SSLv2 Q
SSLv3.Q TLSv1 O andto choosethe ciphers fa each
one

 Both browsers dlow youto nmanage persond and CA
certificat es
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orowser confi gur &ion - msies. 5
2

General I Security I Cn:ur‘ltentl Connections I Programs Advanced |

Sefttings:

) Do not search from the Address bar :I
O Just digplay the results in the main window
O Just go to the most likely site
5y Security

Check for publisher's certificate revocation

[ Check for server certificate revocation (requires restart)

[ Do not save encrypted pages to disk

O Empty Temparary Internet Files folder when browser is closec

Enable Profile sssistant

se Fortezza

[ Use PCT 1.0

Llse S50 2.0

Lz 551 2.0

Lz TLS 1.0

Warn about invalid site certificates

O warn if changing between secure and not secure mode

Warn if forms submittal is being redirected —

< | &

Eestore Defaults

4 Cancel | Ay
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Wpwwwsl r owser confi gur alon — netscape
6.21

ﬂ

Category SgL
= Appearance
Fonts SSL Protocol Wersions
Colors ;
Themes Enahle SSL wersion 2 Edit Ciphers...
Content Packs Enable SSL version 3
[+ Mavigator Enable TLS
[+ Composer
[ Mail & Newsgroups S5L \Warnings
= Privacy & Security Metscape & can alert you to the security status of the web page you are viewing.
Cookies Set Metscape 6 to show a warning and ask permission before:
Imagss Loading a page that supports encryption
Forms
\eh Passwords Loading a page that uses low-grade encryption
Master Passwords Leaving a page that supports encryption

Sending form data fram an unencrypted page to an unencrypted page

Certificates
Yalidation
- Advanced
Offline & Disk Space

Yiewing a page with an encrypted/unencrypted mix

[ (04 ][ Cancel ] [ Help
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Wpwwwsl r owser confi gur alon — netscape

6. 21 (cort.)
x|

S5L2 Ciphersuites

RC4 encryption with a 128-hit key

RC2 encryption with a 128-bit key
Triple DES encryption with a 168-hit key
DES encryption with a S6-bit key

RC4 encryption with a 40-hit key

RC2 encryption with a 40-bit key

S5L3/TLS Ciphersuites

R.C4 encryption with a 128-bit key and an MDS MAC

FIPS 140-1 compliant friple DES encryption and SHa-1 MAC
Triple DES encryption with 2 168-bit key and a SHA-1 MAC

FIPS 140-1 campliant DES encryption and SHa-1 MAC

DES encryption with a S6-bit key and a SHA-1 MAC

R.C4 encryption with a S8-bit key and a SHA-1 MAC

DES encryption in CBC mode with a S6-bit key and a SHA-1 MAC
F.C4 encryption with a 40-bit key and an MDS MAC

RCZ2 encryption with a 40-bit key and an MD3 MAC

[] Mo encryption with an MDS MaC
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.
creati ng the server key

corf/sd. key/server.key. sampl e (test orly)

key generaed as arandom number - use opensd -rand
paramet e to spedfy randomdatafil efor better seed

pass phrase strondy recommended

 Encryptsthe key file wth DES3 v a opensd -des3
option

» See SSLPassPhraseD dog drective
 Pra ectthe pass phrase
Pra ect the key fil
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hp 3000

creating the server key (cort.)

* $ cd conf/ssl.key
« $ openssl genrsa -rand /SYS/PUB/HPSWINFO \
-des3 -out server.key 1024
unable to load 'random state’
28199 semi-random bytes loaded
Generating RSA private key, 1024 bit long
modulus

e is 65537 (0x10001)
Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
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hp 3000

creating the server key (cort.)

Proc-Type: 4 ,ENCRYPTED
DEK-Info: DES-EDE3-CBC,1lEF909EDE2B056B0

cctYgA7RmSLS6G8vcglhVRRzg78epZ+SRMs7jF8TuCHJB
ds0ScXxjOd2TRORGNVC/IAsmbc5nc2kB9GIswJ6HhcqgceT
mOoIONXBKiXWnhM2raHH1zBI161+4dBMTpgPjqgYjdwdei
V1veDggqm8W38D/YKm3w+tocUMSwbj8KFFnYDHuUvg6TI8u
PRUD79ukSYhIDRs180d2yuhepEAe9P3P/wAuZDPjRtmjt
4bl1UgO5asSt+zflg6Zchikv5GsPQPWaBu3a6eykZwc4d7zx
a86XleQlLeuLoeV1QlEPAvi4Ade3tQ0n3hlbAfaHDSkgoU
S6toA30AVrPkeUOP3Y8qF6UEuyP2LCK5vo6Ccp9XgHBDd
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.
creating the server key (cort.)

« $ openssl rsa -noout -text -in server.key

o dsdays detals abou the newy aea ed key
« $ chmod 400 server.key

e Praectthe key fil
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server key pass phrase

o SSLPassPhraseDd og bultin

« HTTPDreads pass plrasefromgadn(l.e
JHTTPD)

 Pracect JHTTPD from unaut hori zed reader sl
« SSLPassPhraseDd og exec./pat Wtdpgm
 Prograni script prints pass phrase to sdout

 Praect the progamfrom unaut hori zed readers or
execuors!

* Have program perfor msecurity checking before
writing to & dout
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.
creating the server csr

 |dertifies the conpany and the server

e Atributes chosen here ae vigdeto rowser users, so
choose carefuly
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hp 3000

creati ng the server csr (cort.)

e $ cd conf/ssl.csr

« $ openssl req -new -key ../ssl.key/server.key \
-out server.csr

Country Name (2 letter code) [AU]:US
State or Prov Name (full name) []:My State
Locality Name (eg, city) []:My City
Organization Name (eg, company) []:My Company
Organizational Unit Name []:My Org
Common Name []:www.mycompany.com
Email Address []:webmaster(@www.mycompany.com

e Leave the “extra atribu es’ H ank
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hp 3000

creati ng the server csr (cort.)

MITB4TCCAUoCAQAwgaAxCzAJBgNVBAYTA1VTMREwDwYDV
MA4GA1UEBxMHTXkgQ210eTETMBEGA1UEChMKTXkgQ29tc
TXkgT3JIJnMROWGAYDVQQODExF3d3cubX1ljb21wYW55LmNvb
ARYbd2VibWFzdGVyQHd3dy5teWNvbXBhbnkuY29tMIGEM
A4AGNADCBiQKBgQDS1iRItFKSDzOhDShFeoiWkfncOyPGp
H/Umn2uM/tSNOiguAPBYce8prLY jNqyXY4QBCzWQONGvV/N
+TyPMF/dYdH+100aaTZ0ZEOWP016CimzzXjvwCupOpcQ8
OAAWDQYJKOZIhvcNAQEEBQADgYEAjlvTRa5SamY2IwkLu
grIsPyS74PBHGQKdPp8y0L6avVD28w01jZ282j62ihLXoPl
+6erc4gXI5CzSVh/1QJV8YWB+OpI2UC8Kd747eMEnLmxw
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hp 3000

creati ng the server csr (cort.)

* $ openssl req -noout -text -in server.csr
Certificate Request:
Data:
Version: 0 (0xO0)
Subject: C=US, ST=My State, L=My
City, O=My Company, OU=My Org,
CN=www . mycompany . com/Email=webmaster@www.myco
mpany . com
Subject Public Key Info:
Public Key Algorithm:
rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):

e S chmod 400 server.csr
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.
get 9 gned by atrusted ca..

Browsers configured wthtrused CAs
 |.e www verisgncomand nmany ahers
e can add addtiond trust ed CAs

Paste your CSRino a CA webfor m

Recd ve cetifica e by e nail, save as
conf/sd. at/server. crt

Most CAs dfe temporarytesting certifica es
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hp 3000

... beconme your own ca

* $ cd conf/ssl.key
* $ openssl genrsa -des3 -out ca.key 1024
* $ chmod 400 ca.key

e Praectthe key fil
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hp 3000

...a becone your own ca (cort.)

* $ openssl req -new -x509 -days 365 \
-key ca.key -out ca.crt

Country Name (2 letter code) [AU]:US
State or Province Name [Some-State]:My State
Locality Name (eg, city) []:My City
Organization Name (eg, company) []:My Company
Organizational Unit Name []:My Company CA
Common Name []:Certificate Authority
Email Address []:cal@mycompany.com
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hp 3000

...a beconme your own ca (cort.)

eS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGJAOGBAMTu
+s3Y2e0dSY5GTQIc6vmzeWNS8iMgq30OMrXEOXU01i7UPZnU/L
czBYVEMZk+IBXMQbYxgbkWXd5wgo8aLxgIEa3BcIs794KWeN
8kHWgoJcB8z28EL9JsS7irYFAgGMBAAGjggEAMIHOMBOGA1Ud
Mz9xW15QUriuZRe0QTCBzQYDVROJBIHFMIHCgBSZAey+GvYO
QaGBpgSBozCBoDELMAkGA1UEBhMCVVMxXETAPBgNVBAGTCE15
VOQOHEwdNeSBDaXR5MRMWEQYDVQQOKEwpNeSBDb21wYW55MRYw
b21wYWS55IENBMR4wHAYDVQQODEXVDZXJ0aWZpY2F0ZSBBdXRo
hkiGO9wOBCQEWEGNhQG15Y29tcGFueS5jb22CAQAWDAYDVROT
hkiGO9w0BAQQFAAOBgQB2brOul05p0OulJjnyQltijvkQjxqyl5
SjvtyOL++IxL7IbrLSYp5ASpGSsj)jyRBaNWIYFxIOhnM3Cho
4K8ZH8eVP/TY6W+KsgQJeXMLObagvIHCcoZFpQX40A6KJACET
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hp 3000

...a becone your own ca (cort.)

« $§ openssl x509 -noout -text -in ca.crt
Certificate:

Data:
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, ST=My State, L=My City, O=My
Company, OU=My Company CA, CN=Certificate
Authority/Email=ca@mycompany.com
Validity
Not Before: Apr 7 23:19:40 2000 GMT
Not After : Apr 7 23:19:40 2001 GMT
Subject: C=US, ST=My State, L=My City, O=My
Company, OU=My Company CA, CN=Certificate
Authority/Email=ca@mycompany.com

« $ chmod 400 ca.crt
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hp 3000

...a becone your own ca (cort.)

$ sign.sh ../ssl.csr/server.csr

CA signing: ../ssl.csr/server.csr ->
../ssl.csr/server.crt:

The Subjects Distinguished Name is as follows

countryName :PRINTABLE: 'US'
stateOrProvinceName :PRINTABLE: 'My State'
localityName :PRINTABLE: 'My City'
organizationName : PRINTABLE: 'My Company'
organizationalUnitName: PRINTABLE: 'My Org'

commonName : PRINTABLE : 'www.mycompany .com'
emailAddress

: IA5STRING: 'webmaster@www.mycompany.com'

Certificate is to be certified until Apr 7 23:54:01
2001 GMT (365 days)
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hp 3000

...a becone your own ca (cort.)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit?
[y/n]y

Write out database with 1 new entries

Data Base Updated

CA verifying: ../ssl.csr/server.crt <-> CA cert

../ssl.csr/server.crt: OK
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hp 3000

...a becone your own ca (cort.)

S rm -fR ca.db.*

 renovetenporay filesfrom conf/sd. key
S cd ..

S mv ssl.csr/server.crt ssl.crt/server.crt

e move newy crea ed server cetificaeintothe
correct | ocaion

$ mv ssl.key/ca.crt ssl.crt/ca.crt

« move newy crea ed CA certificateinothe cored
| ocati on
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hp 3000

Ingdling the server cetificae

« $ openssl x509 -noout -text -in ssl.crt/server.crt

Certificate:
Data:
Signature Algorithm: md5WithRSAEncryption
Issuer: C=US, ST=My State, L=My City, O=My Company,
OU=My Company CA, CN=Certificate
Authority/Email=cal@mycompany.com
Validity
Not Before: Apr 7 23:54:01 2000 GMT
Not After : Apr 7 23:54:01 2001 GMT
Subject: C=US, ST=My State, L=My City, O=My Company,
OU=My Org, CN=www.mycompany.com/
Email=webmaster(@www.mycompany.com
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hp 3000

Ingtdling the server certificae (cort.)

 Rebuldthe synhink hash
e $ cd conf/ssl.crt

« $ make
ca-bundle.crt ... Skipped
ca.crt ... dc91dd8e.0
server.crt ... 2f66b362.0
snakeoil-ca-dsa.crt ... 0cfl4d74.0
snakeoil-ca-rsa.crt ... e52d41d40.0
snakeoil-dsa.crt ... 5d8360el.0
snakeoil-rsa.crt ... 82ab5372.0
zzyzx-ca-rsa.crt ... £28a2a0f.0

e S chmod 400 server.crt
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.
st atingthe web server

* :STREAM JHTTPD.PUB.APACHE

« WIl spend as much asthe fird few mmnutesin atight

CPUloop generaingtenporay crypt o keys befae
ready to accept requests

 No records wittentologfiles duringthsti ne
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hp 3000

usi ng the web server

o conf/httpd conf.sand e uses ports 80 and 443

 Defadt rowser ports are 80 and 443
« http://your3000.host.name (port 80)
« https://your3000.host.name (port 443)
* Non-defadt port nunbers can dso be used
« http://your3000.host.name:nnn (htp port nnn)
« https://your3000.host.name:nnn (htps port nnn)
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.
restarting the web server

Why? Toreread corfigfiles.
Log on as SM user a MGR APACHE
Nor nal rest art
« $ kill -HUP $(cat /APACHE/PUB/logs/httpd.pid)
Q acefu restart
« $ kill -USR1 $(cat /APACHE/PUB/logs/httpd.pid)
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.
st opp ng the web server

e Logon as SM user a MGR APACHE
* $ kill $(cat /APACHE/PUB/logs/httpd.pid)

« Only use: ABORTJOB as al ag resort!
« WIl leak SMPC semaphores
e Use | PCS HPHE N SYStod sd ay
« Use| PCRMHPH N.SYSto nanudlyrenove

(ﬁﬁ] Sd uion Synposium

invent April 4 2002 Page 85



perfor mance

Hra few mnutesintight CPUIloop
Bid CPU burg fa new SSL sesd ons

Use bytestreaminstead & MPErecordfor met far
cort ent

 Content-length header prod em
e Synptom krowser hangs a end of cortent
Make sure RESLVCNF. NET. SYSisvalid

 Non-respondng DNS servers can add a mmnuteto
every browser reguest

« Synptom krowser hangs fa about am nu e befae
any contert isre uned

« /SENDMA L/ CURRENT/ bir¥ dnscheck scri pt
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. .
security ti ps

 WebWse oy praectsthe TCRIP connecti on bet ween
br owser and server!

 Pratect the key and certifica e files!
 Pratectthe key pass phrasé
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"
securitytips (cort.)

 Most security prod ens BY FARaretheresdt d 4 oppy
CA programm ng

 Expiatlyvdidate every byte d data sent by
br owser

« A CGQ hde can gvethe whd e worl dthe same
access as a: HELLO WMW APACHE sess on

 Restricc CG/SS authorsh ptotrusted users

e DontdlowCQ@/ SS9 to be used oudde o the
APACHE account
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"
securitytips (cort.)

M n nnzethe use o worl dreadald e and worl dwritad e
per mss ons

Make sure dl accounts and ar users have passwords
Change dl defadt vendor passwor ds

D salde dl servces na exdiatly ba ng used

Use afirewd |

S ay currernt onrd eases & pa ches
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.
troud eshoating server prodens

Al Apache trould eshoating net hods apdy
e Check thelogfil es fird!

o If JHTTPDter mnates & statup, i nvesti ga e Pass
Phr ase

* |s SSLEng ne On?
 Does SSLPaocd matchthe browser?
 Does SSLG pher Sute natchthe browser ?
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troud eshoating server prodens
(cont.)

e echo “HEAD / HTTP/1.0\n” | \
bin/openssl s client -connect host:port | \
/bin/cat -

e Hpes used duetosded() bangun ndenmented far
termnnd s

e -dde-dsdays SSL protocd staes
e -debug - dsf ays packet daa

e -54 4-sd 3-tIsl - pratocd sd edion
e -d per - apher sd ection

bnopensd s diet hdp
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troud eshoating server prodens
(cont.)

 Browser dsplays pages after long dd ay whle HITPD
chews onthe CPU

e Potentid SSL Session Cache mdfunction
 Server dangful SSL handshake wth each reguest
« Use SSLLogLevd drectivetoincrease verbosity

 |If usa ng a dsk-based cache, aethe per mssons
coret?

 Browser dsplays pages after long dd ay whle HITPD
seenside

e Host NameLookups On caus nginverse DNS
| ookups to hang due to nnsconfi gured RESLVCNF
or DNS

« [SENDMAI I/ CURRENT/ b/ dnscheck scri g
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troud eshoating server prodens
(cont.)

o Arethe corfiguration fil e per nnssions correct?

 Parent processrunnng asthe JHTTPD!JOB user
( MGR APACHE) nust be ald etoread everyth ng

e Childprocesses runn ng as the conf/ httpd conf
User user ( WWW APACHE) nust be ald etoread
CA & CRL filesif dang X 509 diernt autherti cati on

e Childper mss ons prod ems nmanfest as ward
browser errors

* Does the prod emalso occur inHPUX Apache?
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troud eshoating server prodens
(cont.)

 Check the nod_sd bug dat abase
« http://www.modssl.org/support/bugdb/
* No QpenSSL bug dat abase :-(

« Searchthemailinglig archves a
http://www.openssl.org/support/

* Check the Apache bug database
« http://bugs.apache.org/
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.
troud eshoating br owser prod ens

* No response to browser

e Check ntpdconf a SOCK NFO. NET. SYSto veify
the carred ports (80, 443) are bangligenedto

* “The page canna be dsdayed” (M3 E)
 Speaking itpstothe htpserver port

« Speakingthe w ong security praocd (I.e. SSLv2
when the server requres SSLv3)

o “Anetwork erra occurred whl e Net scape was
recavng daa’

» Speaking itpstothe htpserver port

» Speakingthe w ong security praocd (l.e. SSLv2
when the server requres SSLv3)
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troud eshoating br owser prod ens
(cont.)

« Aserve certificaed d og box dways appears
o Server certificae nat 9gned by atrusted CA
o Server certifica e expred

e Server catifica e host name doesnt mat ch URL
host name

o Verifying protocd & d pher
 Lookinlogs/sd request log
« MS E rignt-dick Hoperties
* Net scape right-dick, Vew Pagelrfo
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hp 3000

futher documentail on

Conpl et e product docu ment &ai on
* http://your.host.name/manual/

Mod_sd docunentati on
« http://www.modssl.org/docs/2.8/

OpenSSL docunmenrt &ion
« http://www.openssl.org/docs/apps/openssl.html

Apache document a&ion
* http://www.apache.org/docs/

7.5 Communi ca or

7.5 Configuing and Manag ng MPHI Xint er net
Servi ces Manud
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jonthe hp3000-1 communty

Avalad e as a nalinglig and as the Usenet
newsgroup conp. sys. hp.mpe
In-depth d scuss ons d dl thngs HP e3000
Td k withaher Web Wse & Apache users

» seek advi ce exchange tips &techn ques
Keep up wththelat est HP 3000 news

Ineract wthCSY
« http://jazz.external.hp.com/papers/hp3000-info.html
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